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1. Overview

Password Vault hands over credentials and documents securely to the employees of your customers:
you create a share, the employee is notified by email, signs in with password, two-factor code and
their personal secret name — and after the first viewing the data is deleted automatically. Every step is

recorded in the audit log.

Tip: Throughout the administration area you will find small [i] icons next to buttons and selection
fields. Hover over them with the mouse to see a short explanation — including security notes for

sensitive actions.

=@ Password Vault Dashboard  Customers  Auditlog  Settings

Dashboard

Welcome back, Max Mustermann
3 3
Customers Employees

Awaiting retrieval

Credentials for new POS computer

expires: 4 Aug 2026, 23:36
Erika Schmidt - Greenfield Bakery Ltd

Accounting software & VPN

expires: 11 Aug 2026, 23:36
Dr. Anna Weber - Weber & Partner Accountants
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Sign out

2

Awaiting retrieval

Recent activity

Sign-in

admin@musterbetreiber.de - 28 Jul 2026, 23:36
Sign-in

admin@musterbetreiber.de - 28 Jul 2026, 23:36
Mitarbeiter Thomas Schmidt

<t.schmidt@baeckerei-schmidt.de> eingeladen
admin@musterbetreiber.de - 28 Jul 2026, 23:36

»Zugangsdaten neuer Kassen-PC" fur Erika
Schmidt (Backerei Schmidt GmbH): 2
Passworter, 0 Datei(en)
admin@musterbetreiber.de - 28 Jul 2026, 23:36

.Microsoft-365-Konto” erstmals gesichtet
a.weber@weber-partner.de - 28 Jul 2026, 23:36

View full audit log —

The dashboard: key figures, pending retrievals and recent activity

Administrator All functions including system settings (license, email, branding, backup), user

management and deletion

User Createlinvite customers and employees, view and manage own and shared entries
— no deletion of customers/employees, no system settings

Employee (end user) Sees only their own safe and retrieves the data provided there

2. Creating customers and employees

1. Menu Customers - “Add new customer” (company name is sufficient).

2. On the customer page enter name and email address under “New employee”.
3. The employee automatically receives an email invitation (valid 72 hours, single use) and sets up
their password, their secret name (personal secret word) and two-factor authentication during
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activation.

=g Password Vault Dashboard = Customers Auditlog  Settings

«— Back to customer list

Greenfield Bakery Ltd

info@baeckerei-schmidt.de

Erika Schmidt  Active

| *Newentry i Resetaccess Lock i | Delete i

e.schmidt@baeckerei-schmidt.de

» Edit employee (name / email)

Credentials for new POS computer

Awaiting retrieval - until 4 Aug 2026, 23:36  Delete
2 password(s) - 0 file(s) - created 28 Jul 2026, 23:36

Thomas Schmidt  Invitation pending Resend invitation i Delete

t.schmidt@baeckerei-schmidt.de

» Edit employee (name / email)
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Max Mustermann
Administrator

Sign out

Delete customer

v New employee

Name *

Email address *

The employee receives an invit

ion link (valid 72 h) to

verify their account, set a passv

Invite employee

d and configure 2FA.

» Edit customer details

Customer page: employees with status, entries and actions

=g Password Vault

Choose a password (at least 12 characters, with letters, a

number and a special character)

Repeat password

Choose your secret name (4-64 characters)

Continue to 2FA setup

This is how account activation looks for the employee

You are notified: As soon as an employee has completed their account setup, all administrators
automatically receive an email. Only from that moment on can shares be created for them.
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If an invitation has expired, resend it from the customer page using “Resend invitation”. If an
employee forgets their password or secret name, an administrator uses “Reset access”.

Trust is good, verification is better! Before every access or password reset, talk to your customer
in person or by phone and make sure the reset was really requested by that person. Do not rely on
emails — mailboxes can be compromised. When resetting an access (employee or administrative), a
confirmation dialog appears: the account is only reset once you confirm the completed verification
via its checkbox.

3. Creating a share (passwords/files)

Choose “+ New entry” next to the desired employee on the customer page:

« Title and an optional message to the employee.

« Any number of credentials (label, username, password — optionally generated, URL, note).

* Files as attachments (stored encrypted).

» Retention without retrieval (1-30 days): deleted afterwards if not viewed, and you are informed.
* Deletion after first viewing: immediately, after 1 hour or after 24 hours.

« Visibility: additionally authorise individual users or groups (you and all administrators can always
see the entry).

After saving, the employee automatically receives the notification “New data in your password safe”.

Max Mustermann
ni

=@ PasswordVault  Dashboard  Customers  Audit log Signlout
3 g g

« Back to Greenfield Bakery Ltd

New entry

For Erika Schmidt (e.schmidt@baeckerei-schmidt.de) - Greenfield Bakery Ltd. The employee is notified by email after
saving.

Entry title *
{ }

Message to the employee (optional, stored encrypted)

Credentials
Credential 1 Remove row
Label * Username
Password *

e -

URL / system Note

+ Add another credential

New share: credentials, files, deadlines and visibility

4. Retrieval by the employee
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The employee signs in (password + 2FA), opens the entry and must enter their secret name and
confirm the warning before viewing. Only then are passwords displayed and files released for
download. You immediately receive a retrieval confirmation by email; automatic deletion follows
the configured deadline.

=8 PasswordVault  Mysafe Erika Schmidt (g, oy

Greenfield Bakery Ltd

My safe

Here you find passwords and documents your IT service provider has securely provided for you.

Credentials for new POS computer

2 password(s) - 0 file(s) - provided 28 Jul 2026, 23:36

Available until 4 Aug 2026, 23:36 - will be deleted automatically after first viewing
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The employee's safe with the entries provided

=i Password Vault My safe Cree ErikaSchmidt g, oyt

|d Bakery Ltd

« Back to safe

Credentials for new POS computer

This entry contains 2 password(s) and 0 file(s).

Important notice

Opening this entry counts as viewing it. The data will be deleted
automatically and irrevocably 1 hour after first viewing. Please
store passwords and files in a safe place right away.

Your secret name
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Before viewing: enter the secret name and confirm the deletion deadline
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Erika Schmidt

=6 PasswordVault  wysafe Greenfield Bakery Ltd | SiBN out

<« Back to safe

Credentials for new POS computer

This entry will be deleted automatically on 29 Jul 2026, 00:36 - please save the data now

MESSAGE FROM YOUR IT SERVICE PROVIDER

Please sign in once and change the password afterwards.

Credentials

Windows sign-in

Username kasse01

Note PC at the main till

Inventory system

Username e.schmidt

URL https://wawi.baeckerei-schmidt.de
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Opened entry: show/copy passwords, download files

5. Users, roles and groups

Under Settings — Users & groups you invite further team members — as administrator or as user
with restricted rights. Each person activates their account via an email link with their own master
password and their own 2FA. Using groups you can share entries with several users at once.

View permissions: users generally see only their own entries and those shared with them. In

addition you can define per group that its members may see all shares created by members of certain
other groups — for example so that a support team can cover for the technical team.

6. Settings (tabs)

The settings are organised in tabs:

License View license status, activate a new license key; reminder from 30 days before
expiry

Email Set up and test SMTP, Microsoft 365 or Google

Branding Your own company logo, company name and the language of the emails to your

customers (English/German — independent of the interface language); your own
legal notice and privacy links for the footer of the customer pages
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Users & groups Manage team accounts (administrator/user), groups, members and view
permissions
Backup Download a backup immediately, configure the schedule of automatic backups

(daily, weekly with weekday or monthly with day of month) and the maximum
number kept, delete individual backups, download the recovery key

Update Upload an update package together with its signature file and install it with one
click — with an automatic pre-update backup. Packages without a valid
PROXYTEC signature are rejected

Account Change your own master password
System Interface language (English/German), version, technical details and disclaimer
7. Audit log

The audit log (administrators only) records sign-ins, failed attempts, viewings, downloads and
automatic deletions with timestamp and IP address — also serving as evidence towards your
customers.

8. Security at a glance

Sign-in passwords Argon2id hashes, never plain text

Entries & files AES-256-GCM, the key remains solely on your server
Two-factor TOTP (authenticator app), mandatory for all accounts

Secret name Additional secret word of the employee before every first viewing
Transport HTTPS with an automatic Let's Encrypt certificate

Brute force Rate limiting per account and IP

Recommendation: download a backup regularly and keep the ENCRYPTION_KEY separate from
it — only both together allow a restore.

Support: PROXYTEC - support@proxytec.de - www.proxytec.de
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