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1. What you need

Server (VPS) Debian 12/13 or Ubuntu 22.04/24.04 - at least 1 vCPU, 2 GB RAM (4 GB
recommended), 20 GB SSD - root access via SSH

Domain A (sub)domain, e.g. vault.your-company.com

Mailbox For sending system emails: your own mail server (SMTP), Microsoft 365 or Google
Workspace/Gmail — configured conveniently in the admin area after installation

2. Prepare DNS

Create an A record with your domain provider pointing to your server's IP address:

vaul t . your - conpany.com A <I|P-of-your-server>

Which file do you need, and when? For the installation the file password-vault-x.y.z.tar.gz is
sufficient. For a later update PROXYTEC additionally supplies a signature file (.sig) - the two
belong together and are uploaded together in the admin area. Without a valid signature Password
Vault rejects an update.

3. Run the installation

Upload the installation package to the server via SFTP/SCP (e.g. to /opt) and run:

cd /opt
nkdir -p password-vault && tar xzf password-vault-*.tar.gz -C password-vault

cd password-vault
sudo bash install.sh

The script only asks for your domain and handles everything else automatically:

System Package updates, firewall (only SSH/HTTP/HTTPS open), swap space if required

Docker Installation of the container runtime

Key Generation of the encryption key (ENCRYPTION_KEY) directly on the server

HTTPS Automatic Let's Encrypt certificate including renewal (Caddy)

Hardening Automatic security updates, Fail2ban (SSH protection), restricted file permissions

Backup Automatic backup on a configurable schedule - without the key, which must be stored
separately
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4. Initial setup in the browser

1. Open https:/lyour-domain.

2. Choose the interface language (English or German) — it can be changed later under Settings -
System at any time.

3. Enter the setup password shown at the end of the installation script (also stored in the .env file as
SETUP_TOKEN). It prevents anyone else from completing the initial setup.

4. Create the administrator account (name, email, master password).

5. Set up two-factor authentication: scan the QR code with an authenticator app (Microsoft/Google
Authenticator, Authy) and confirm the 6-digit code.

6. Alternatively use “Restore a backup instead” to recover a previous installation (see section 8).

=@ Password Vault

initial setup

te th 1

Application lang

Deutsch | Espafiol Francais

Your name
Email address

Master password (at least 12 characters, with letters, a
number and a special character)

Repeat master password

Initial setup: choose the language and create the administrator account
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=@ Password Vault

Set up two-factor authentication

auth

6-digit code from your authenticator app

Confirm

Set up two-factor authentication with an authenticator app

Trial version: without a license Password Vault runs for 30 days with the scope of the Starter tier
(up to 10 customer companies, fair value of 500 employees in total). You receive your license from
PROXYTEC (support@proxytec.de) and enter it under Settings — License. Licensing is per
company in four product tiers — Starter (10 customer companies, 500 employees), Business (30 /
1,000), Professional (60 / 2,000), Enterprise (unlimited); the employee count is a fair value limit
across all companies. Each legally independent company counts as its own customer company. To
change tiers, simply enter the new key. The license is bound to the licensee and to the domain of
your installation and is not transferable (please state the domain when ordering; if the domain
changes, the license is re-issued free of charge).
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=@ Password Vault Dashboard  Customers  Auditlog = Settings Sign out

Max Mustermann
dministrator

Settings

Email Branding Users & groups Backup Update Account System

License i Valid until 2027-07-28
Licensee IT-Service Mustermann GmbH

Validity 2026-07-28 - 2027-07-28

Bound domain localhost

License model One license per company - one installation, unlimited customers and employees. The

license is bound to the licensee and is not transferable to third parties.

New licenses (12 or 24 months, per company) are available from PROXYTEC: support@proxytec.de

Paste new license key

Activate license
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Settings — License: activate your license key

5. Configure email delivery

Choose your delivery method under Settings — Email and verify it with “Send test message to me”.

Option A —your own mail server (SMTP)

Enter server, port (587 = STARTTLS, 465 = SSL/TLS), username and password of the mailbox —
done.

Option B — Microsoft 365 / Exchange Online

One-time setup in the Microsoft Entra admin center (entra.microsoft.com):

1. Create an app registration (Identity - Applications — App registrations - New registration).
2. Under API permissions add Microsoft Graph — Application permissions - Mail.Send and
grant admin consent.

3. Under Certificates & secrets create a client secret and copy the value immediately.

4. Enter tenant ID, client ID, client secret and the sender mailbox in Password Vault.

Option C — Google Workspace / Gmail

Enable two-step verification in the Google account, create an app password under Security — App
passwords and enter it together with the Gmail address.

6. Important: back up your key!
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The recovery key (ENCRYPTION_KEY) can be saved conveniently as a text file under Settings —
Backup - “Download recovery key”. Keep it in a safe place outside the server (e.g. a password
manager) — separate from the backup files. Without this key the database and all backups are
irrecoverably unreadable. Never change it after commissioning.

7. Operation and updates

Download backup

Install update

Restart

View logs

=@ Password Vault Dashboard ~ Customers  Auditlog = Settings

Settings —» Backup - “Create & download backup now”; additionally created

automatically on a configurable schedule

Conveniently via the interface: Settings — Update - upload package - “Install
update”. A pre-update backup and the restart run automatically; a success

message appears afterwards. Data and settings are preserved.
docker compose restart (in the installation directory)

docker compose logs -f vault

Max Mustermann
dministrator

Sign out

Settings

License Email Branding Users & groups Backup Account System

Software update i Installed version: 1.1.0

Update package (password-vault-x.y.z.tar.gz)

PESENEIELIENE  Keine ausgewahlt

signature file (.sig) - belongs to the package

DEISENEIELIEL  Keine ausgewahlt

Asafety backup is created automatically before installation. Your data, settings and encryption key are fully preserved during the
update. Only packages with a valid PROXYTEC signature are accepted - foreign or modified packages are rejected.

Password Vault - developed by 77 »rexvree - About & Support

Settings — Update: install a new version with one click
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=@ Password Vault

Max Mustermann
or

Dashboard Customers Audit log Settings Sign out

Administraf

Settings

License Email Branding Users & groups Update Account System

Backup

A backup contains the complete database and all encrypted files. Important: restoring additionally requires
the recovery key (ENCRYPTION_KEY) - keep it in a safe place separate from the backup. Backups are also
created automatically every day (kept for 14 days).

Create & download backup now i Download recovery key i

Both downloads require the current code from your authenticator app. This ensures that a hijacked session alone can extract
neither your data nor the master key.

Deleting a backup requires the current code from your authenticator app.

vault-backup-2026-07-28.zip 1.2KB Download | Delete i
vault-backup-2026-07-27.zip 866 B Download | Delete i
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Settings — Backup: backups and the recovery key

8. Restoring from a backup

1. Install a new server as described in section 3.

2. Before the initial setup enter the original ENCRYPTION_KEY in /opt/password-vault/.env and run
“docker compose restart”.

3. In the browser choose “Restore a backup instead” on the setup page and upload the backup file

(.zip).

4. Then sign in with your existing credentials.

9. Troubleshooting

Site not reachable

Certificate error

No emails

License expired

Employee forgot password
/ secret name / 2FA

Check DNS (ping your-domain), check containers (docker compose ps)

The A record must point to the server; Caddy retries issuance automatically
(docker compose logs caddy)

Settings — send test message and read the error message; for M365 check that
admin consent was granted

Obtain a new license from PROXYTEC and enter it under Settings — License —
your data is preserved

Customer page — “Reset access” (administrators only): the employee sets
everything up again via an email link
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Admin user locked out Settings — Users & groups — “Reset access” by another administrator

Only administrator locked On the server: docker compose exec vault node reset-admin.js
out admin@your-company.com — prints a one-time reset link (valid 1 hour)

( 2\
Trust is good, verification is better! Before every access or password reset, talk to your customer
in person or by phone and make sure the reset was really requested by that person. Do not rely on
emails — mailboxes can be compromised. When resetting an access (employee or administrative), a
confirmation dialog appears: the account is only reset once you confirm the completed verification
via its checkbox.

Support: PROXYTEC - support@proxytec.de - www.proxytec.de
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